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Abstract—Trusted Execution Environment (TEE) is a primary
means for confidential computing. However, at the moment the
RISC-V platform is limited for confidential computing because
current RISC-V TEEs either lack scalability or compatibility.
The reason for this dilemma in scalability and compatibility is
that the standard isolation primitive on RISC-V, Physical Memory
Protection (PMP), is not scalable. Meanwhile, previous enclave
designs depend on the Rich Execution Environment (REE) for
OS functionalities, which increases domain switch frequency and
enlarges the attack surface of the TEE.

In this work, we propose COFFER, a scalable and effi-
cient software-based TEE for the standard RISC-V platform.
COFFER includes two core techniques: Logical PMP (LPMP)
and Enclave Modules (EModules) to address the issues men-
tioned above. LPMP is a secure and efficient framework for
PMP virtualization. It provides both scalability and hardware
compatibility for COFFER. EModules are dynamically assembled
lightweight libraries to provide enclaves with OS functionalities.
The EModules provide COFFER with software compatibility and
reduce the Trusted Computing Base (TCB) size of the enclaves.

We implement and evaluate COFFER on commercially avail-
able RISC-V devices. The evaluation results show that COFFER
can support 2,000+ concurrent enclaves with negligible perfor-
mance overhead. Particularly, LPMP supports enclave execution
under heavy memory fragmentation with little performance
overhead.

Index Terms—Trusted Execution Environment, Enclave, RISC-
V, Confidential Computing, Memory Isolation, Scalability

I. INTRODUCTION

Trusted Execution Environment (TEE), as a primary means
of confidential computing, offers a practical solution for user
data protection. TEEs provide isolated domains called enclaves
which can protect user data under a potentially compromised
host. Examples including Intel SGX [1], Intel TDX [2]
and AMD SEV [3] have already gained popularity in the
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industry [4]-[6]. Additionally, Arm has recently announced
CCA [7], which is expected to appear in the market soon.

RISC-V is another candidate platform for confidential com-
puting. While currently RISC-V devices are primarily de-
ployed as endpoint IoT devices, there are also chip designs tar-
geting at high-performance computation for cloud servers [8].
Additionally, RISC-V could be more favored because it is
more cost-effective than x86 or Arm [9]. However, at the
moment, the standard RISC-V platform is limited for con-
fidential computing. This is because existing TEE proposals
for the standard RISC-V platform are not scalable, failing
to meet the requirements for some scenarios such as cloud
computing. For example, Keystone [10] is a software-based
TEE for standard RISC-V hardware. Nevertheless, it can only
support < 16 enclaves, with each enclave allowed to have
only < 16 contiguous memory regions. Meanwhile, Composite
Enclaves [11], a RISC-V TEE built on top of Keystone
targeting at specialized hardware integration, also faces the
same scalability limitation.

To overcome the scalability limitation, Penglai [12] intro-
duces permission tables and modifies the MMU for enclave
memory isolation. TIMBER-V [13] avoids limitations on
the number of enclaves by utilizing memory tagging as the
isolation mechanism. However, such RISC-V TEEs provide
scalability at the cost of sacrificing hardware compatibility.
Their dependency on customized hardware prevents them from
being deployable on standard RISC-V platforms. The RISC-
V community has also been discussing security extensions
such as CoVE [14] and PMP Table [15]. Although these
proposals do not have scalability limitations, they are still
under development and yet to be merged into the mainline
of RISC-V standard specifications [16]-[18]. Moreover, these
security extensions are only optional features on RISC-V
and thus they might not be as generic as Physical Memory
Protection (PMP), which is available on the majority of RISC-
V platforms (see Section II-A). Therefore, depending on these
extensions may limit system hardware compatibility as well.
This dilemma between scalability and compatibility poses an
essential question: How to design a scalable and efficient
TEE with high compatibility for the RISC-V platform?

Designing such a TEE involves three challenges. The first
is to support a large number of enclaves using PMP, the
standard memory isolation primitive on RISC-V. PMP includes
a set of Control and Status Registers (CSRs) to specify
memory segments and the corresponding permissions. How-
ever, the number of memory segments that can be covered
by PMP is limited by hardware resources. This issue of
PMP also presents the second challenge: how to support
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highly fragmented enclave memory regions. With memory
virtualization, physical memory allocation in modern OSes
tends to be fragmented. Enforcing contiguous memory alloca-
tion may downgrade system performance and lower resource
utilization [19]. On the other hand, if an enclave has highly
fragmented physical memory, then PMP cannot protect all
memory regions of the enclave, which is unacceptable for a
TEE. Additionally, enclave execution efficiency is important
in confidential computing. However, current enclave designs
usually depend on Rich Execution Environment (REE) for
OS functionalities to reduce Trusted Computing Base (TCB)
complexity [1], [12], [20], [21]. Such dependency leads to
frequent and costly domain switches between the enclaves
and REE, downgrading system performance. Moreover, the
dependency on REE undermines the autonomy of the enclaves
and expands the attack surface of TEE, making it potentially
vulnerable [22]-[25]. Therefore, the third challenge is to
remove critical enclave functional dependencies on REE while
keeping the enclave TCB size as small as possible.

In this paper, we propose COFFER, a scalable and efficient
software-based TEE on RISC-V. COFFER dissolves the first
two challenges with Logical PMP (LPMP), an efficient and
secure framework for RISC-V PMP virtualization. For the first
challenge, LPMP adopts a symmetric host/enclave treatment
to increase the enclave amount. For the second challenge,
LPMP virtualizes PMP entries to support fragmented physical
memory. It uses a trap-and-emulate method for enclave mem-
ory access. In light of modern cache designs, LPMP uses the
Most Recently Used (MRU) policy with instruction/data split
for PMP management, which significantly reduces trap times
and improves enclave performance. Moreover, we observe
that on many commercially available RISC-V platforms [26],
[27], the PMP checking results are cached in the TLB (see
Section II-B). On such platforms, LPMP carefully maintains
the TLB state to further improve enclave performance without
undermining security. For the third challenge, COFFER equips
each enclave with a specialized set of Enclave Modules
(EModules) to eliminate dependencies on REE. EModules are
modularized lightweight libraries inspired by LibOSes [28]-
[37]. They enable COFFER enclaves to strike a balance be-
tween functionalities and the TCB size. Besides, the EModules
can also improve enclave performance since it reduces domain
switch frequency.

We have implemented and evaluated COFFER on off-the-
shelf commodity RISC-V devices. Our evaluation results show
that the LPMP framework can support concurrent execution
of 2,000+ enclaves. Furthermore, LPMP enables COFFER
enclaves to execute under heavy memory fragmentation with
< 3% overhead. We have also evaluated COFFER on real-
world applications. The result shows that COFFER enclaves
incur 4% ~ 15% performance overhead for SQLite3, and
< 5% for DarkNet.

In addition, we also implement LPMP as a software ex-
tension (in ~ 700 LoCs) that can be integrated into existing
RISC-V TEE such as Keystone [10] to break their enclave
number limitation. We have submitted our LPMP implemen-
tation to the Keystone project.

We make the following contributions in this paper:

TABLE I
AVAILABILITY OF SECURITY EXTENSIONS ON COMMON RISC-V
PLATFORMS.

Security HiFive VisionFive DI NOEL- Rocket- goom
Extension Unmatched 2 Nezha \% Chip
PMP v v v v v v
Smepmp X X X v o] o]
Sspmp X X X X o] O]
PMP Table X X X X O] o]
CoVE X X X X -

v: Available, X: Unavailable, -: Unknown,
O: Implemented but not officially supported.

o We present COFFER, a scalable and efficient software-
based TEE on standard RISC-V platforms.

e« We propose LPMP, a secure and efficient framework
for PMP virtualization. It manages PMP with the MRU
policy and instruction/data split. On certain devices,
LPMP provides further performance improvement with
TLB caching.

e We provide EModules for COFFER enclaves to remove
dependencies on REE and strike a balance between
functionalities and the TCB size.

o We implemented and evaluated COFFER on HiFive Un-
matched [26] and VisionFive 2 [27]. Our evaluation
results show that LPMP can support a large number of
enclaves with negligible performance overhead. LPMP
also supports enclave execution under heavily fragmented
physical memory with little performance degradation. We
will open-source and provide continuous maintenance to
our implementation of COFFER.

II. MOTIVATIONS
A. Availability of RISC-V Security Extensions

RISC-V is an open and free Instruction Set Architecture
(ISA) introduced in 2014 [38]. Any individual or organization
can propose new extensions for the RISC-V platform. To date,
there are 28 extensions ratified by the RISC-V community [39]
and 50+ extensions under development [18]. Among them
there are 5 security extensions focused on memory isolation.
We list the availability of these extensions on common RISC-V
platforms in Table I. We find that PMP is the only universally
supported security extension among common RISC-V plat-
forms and that PMP is the only security extension available
on off-the-shelf commodity RISC-V devices.

Moreover, despite the variety of RISC-V security exten-
sions, they are proposed by distinguished groups. Conse-
quently, they may potentially be incompatible with each other.
Dependency on non-universally compatible extensions may
weaken system practicality. Therefore, to provide high com-
patibility with RISC-V commodity devices, we must build the
TEE based on PMP only.

B. RISC-V PMP Features

Although PMP is universally available, circuit implemen-
tation details may differ among different RISC-V platforms.
To ensure high system compatibility, we must only utilize



the common features on these platforms. Table II summarizes
PMP-related hardware details on common RISC-V platforms.
Note that although the latest version of RISC-V specifica-
tion [17] allows for up to 64 PMP entries, most commercially
available RISC-V devices only support 8 PMP entries.

The PMP specification defines three address-matching
modes: TOR, NAPOT and NA4. In TOR mode, two PMP
entries are used to specify a memory segment. In NAPOT
mode, a single PMP entry can cover a memory segment but
the segment must be naturally power-of-two aligned. NA4
can be regarded as a special case of NAPOT where the
segment size must be 4 bytes, which is the finest granularity
standard PMP provides. However, requiring naturally aligned
memory regions poses extra restrictions to the system memory
allocator. Therefore, in this paper we mainly focus on the
TOR mode, which is more generic but harder to scale up.
Nevertheless, all methods in this paper can be directly applied
to NAPOT/NA4 mode as well. Moreover, as shown in Table 11,
on commercially available RISC-V processors with address
translation support, the PMP granularity is only 4KB-Page.
This is not surprising because adopting page-size granularity
avoids circuit complexity.
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Fig. 1. TLB-Cached PMP Checking Results. PMP Perm. means PMP
permissions. Other Attr. means other attributes. PTW means page table walker.
TLB contains PMP checking results in addition to address translation results,
including entries with prohibitive PMP permissions (shown in red color). PMP
checker is only used on TLB misses.

Additionally, we find that on many RISC-V platforms,
PMP checking is only triggered on a TLB miss when the
MMU is enabled. For addresses that are already present in the
TLB, PMP checking is skipped and previous checking results
are used (see Figure 1). The official specification (§3.7.2
in [17]) suggests that on these platforms an entire TLB flush
should be performed after each PMP configuration update to
make the new configuration take effect. However, we find
that this suggestion can be relaxed to enlarge the amount of
effective PMP entries with TLB capacity. As a result, TLB
can significantly improve the scalability of PMP.

Despite the performance benefits, careless utilization of
hardware caching units can be dangerous [40], [41]. We show
in §IV-B that utilizing TLB to cache PMP checking results
does not undermine strong memory isolation, as long as the
TLB status is carefully maintained.

C. Enclave TCB Reduction

Having a small TCB is one of the fundamental require-
ments for a TEE. Current works mainly use three different

approaches for enclave TCB reduction: (1) delegate part of
functionalities to the host kernel [1], [10], [11], (2) provide
only a diminutive set of functionalities [42]-[45], and (3) use
modularized designs to customize a minimal TCB for each
Enclave Application (EApp) [28], [30], [33], [36], [37], [46].

The first approach reduces the TCB size at the expense of
sacrificing enclave autonomy [1], [10], [11]. An enclave is
said to be autonomous if it has zero functional dependency on
REE. Non-autonomous enclaves expose larger attack surfaces
because they require extra REE-TEE interfaces for functional
dependencies such as delegated system call handling, 1/O
operations, etc. Previous works [23] have demonstrated the ex-
ploitability of such attack surfaces based on lago attacks [22],
which are rooted in the insecure nature of the system call
Application Binary Interface (ABI). On the other hand, au-
tonomous enclaves are impervious to such threats since they
do not expose these attack surfaces.

The second approach reduces TCB in a detrimental manner.
TEEs taking this approach typically use micro-kernel-based
enclave runtimes to provide core functionalities [42]-[45].
However, such diminutive runtimes are usually too restricted
to host general EApps. Consequently, the EApps must either
relinquish certain capabilities or re-implement the absent func-
tionalities themselves. The former case makes TEE less potent
in practice while the latter reintroduces the trimmed TCB,
rendering preceding efforts in vain.

The third approach avoids the shortages of the first two
approaches. Previous works have taken the third approach
based on LibOSes or unikernels [28], [30], [33], [36], [37],
[46]. To achieve TCB reduction, one choice is static trimming,
which starts with full functionalities and removes unused
ones at build time. However, in scenarios such as serverless
computing, the requirements of user-provided functions are
typically unknown at enclave build time. Another choice
is dynamic configuration, which lets the user defines the
permissions of the enclave at enclave launch time. Under this
approach, enclaves with the same EApp may have different
TCBs because of different user-defined permission tables. In
COFFER, we take this approach to strike a balance between
functionalities and TCB sizes.

III. THREAT MODEL

We assume a privileged attacker in our threat model. The
attacker can have full control of the OS kernel and may attempt
to undermine the confidentiality of the enclaves by trying to
access the enclaves’ memory. Besides, the attacker may try
to manipulate the binary files of the EApps and EModules.
The attacker may also manipulate all system call return values
to attempt an lago attack. On the other hand, we assume
that all the platform hardware is correctly implemented and
trusted and the platform hardware includes standard RISC-
V PMP. Additionally, preventing DMA attacks requires spe-
cialized hardware such as IOMMU [47] and IOPMP [48].
Therefore, these proposals are orthogonal to our study. Finally,
physical attacks, side-channel attacks and Denial-of-service
(DoS) attacks are out of the scope of this work.



TABLE 11
PMP-RELATED HARDWARE DETAILS ON COMMON RISC-V PLATFORMS.

Hardware Detail HiFive Unmatched VisionFive 2 D1 Nezha NOEL-V Rocket-Chip BOOM

PMP Number (Np4’p) 8 8 8 8/10 16 8

PMP Granularity 4KB-Page (U7 Core) 4KB-Page (U7 Core) 4KB-Page 4KB-Page 4-Byte 4-Byte
64-Byte (S7 Coret) 64-Byte (S7 Core) (Configurable) (Configurable)

TLB-Cached PMP Checking v/ v/ X Unknown VIXTT vIXTT

L1: Fully-assoc,
40-entry Inst/Data
L2: Direct-map,
512-entry Hybrid

L1: Fully-assoc,
40-entry Inst/Data
L2: Direct-map,
512-entry Hybrid

TLB Details

L1: Fully-assoc,

10-entry Inst/Data 16-entry Inst/Data
L2: 2-way Set-assoc, L2: Fully-assoc,

256-entry Hybrid

L1: Fully-assoc, L1: Fully-assoc,
32-entry Inst/Data
L2: Direct-map,

512-entry Hybrid

Fully-assoc,
32-entry Inst/Data
16-entry Hybrid

F: There is no MMU on S7 core.

T1: PMP checking results are cached in the TLB if the PMP granularity is configured to > 4KB-Page.

IV. DESIGN

COFFER aims to serve as a scalable and efficient TEE
for standard commodity RISC-V platforms. It enables such
devices to host cloud confidential computing. To this end, we
design COFFER with the following goals in mind:

G1. Security. COFFER should isolate enclaves’ execution
throughout their lifecycles. Besides, enclaves in COFFER
should be autonomous'. Finally, COFFER’s TCB size should
be minimized.

G2. Scalability. COFFER should support two types of scal-
ability: number scalability and memory scalability. Number
scalability demands COFFER to be able to host a large
number of concurrent enclaves. Memory scalability demands
that COFFER should not set additional limitations on enclave
memory size or number of memory segments.

G3. Compatibility. COFFER should provide both high hard-
ware compatibility and high software compatibility. High
hardware compatibility means that COFFER should be de-
ployable on any RISC-V device that satisfies the standard
specification [16], [17]. High software compatibility means
that COFFER should support running general ELF files as the
Enclave Applications (EApps).

G4. Efficiency. COFFER should not introduce high perfor-
mance overhead to the EApps. The system should be efficient
even under heavy memory fragmentation.

A. Overview

The system overview of COFFER is illustrated in Figure 2.
The trusted components are shown in grey areas. They are
comprised of the enclaves, the Security Monitor (SM) and the
hardware. An enclave consists of an EApp and several Enclave
Modules (EModules). The EApp is the sensitive application to
be protected. The EModules provide OS functionalities to the
EApp, including system call handling, I/O operations, etc. A
special EModule, the EMod_Manager (EMM in Figure 2),
is compulsory for every enclave. It loads and manages all
other EModules (EM;~EM,, in Figure 2) of the enclave.
The EMod_Manager loads these EModules on demand at
run-time. We describe EModules in detail in §IV-C. COFFER
enclaves support multi-threading and can concurrently exe-
cute on all system cores. The Security Monitor manages the

'We say an enclave to be autonomous if it does not have critical functional
dependencies on REE
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Fig. 2. Architecture Overview of COFFER.

enclaves. It is comprised of four components: the Enclave
Manager, the Memory Manager, the LPMP Controller, and the
Message Channel Controller. The Enclave Manager manages
the lifecycles of the enclaves. The Memory Manager provides
support for enclave dynamic memory allocation and enclave
memory migration. The LPMP Controller manages LPMP
contexts of the enclaves. It is the core Security Monitor
component COFFER uses to achieve scalability. Finally, the
Message Channel Controller establishes secure message chan-
nels for communications between REE and TEE.

The Enclave Manager and LPMP Controller provide isola-
tion for the enclaves, as required by G1. The other two require-
ments of G1, autonomy and minimized TCB for enclaves, are
achieved by the design of EModules. The LPMP Controller
is the core component for G2. The Enclave Manager uses it
to achieve number scalability and the Memory Manager uses
it to achieve memory scalability. Meanwhile, COFFER is a
software-based TEE. The only hardware primitive it relies on
is PMP provided by standard RISC-V hardware. Therefore,
COFFER has high hardware compatibility, as required by G3.
Moreover, the EModules provide rich OS functionalities to
support running general ELF files as EApps, which endows
COFFER with high software compatibility, complementing
G3. Finally, the LPMP Controller provides scalable enclave
isolation with little performance overhead, enabling COFFER
to achieve G4.
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Fig. 3. Comparison of asymmetric and symmetric approaches for enclave
isolation. In the asymmetric approach, the host OS and the enclaves are treated
differently. In the host OS’s view, the PMP entry of the least priority is used
to allow access to all physical addresses. Other PMP entries are used to forbid
access to enclaves’ memory. The required number of PMP entries grows
linearly with the number of enclaves. In the symmetric approach, the host
OS is treated as a special enclave. The host OS’s memory is consecutive and
the enclaves allocate memory from a reserved memory pool. The boundary
of the reserved memory pool is flexible. The required number of PMP entries
for both the host OS and the enclaves is always 1.

TABLE III
DEFINITION OF SYMBOLS.

NEnel Number of concurrent enclaves

NEvie Number of maximum PMP entries per core
Nﬁg“/ Eneli - Number of memory segments of Host/Enclave;
Ngj;;/ fnel; Required number of PMP entries of Host/Enclave;

B. Scalable and Efficient Memory Isolation

LPMP is a scalable and efficient software framework for
PMP virtualization. LPMP enables COFFER to provide both
enclave number scalability and enclave memory scalabil-
ity. For enclave number scalability, LPMP adopts a flexible
TEE/REE memory partition and treats the host OS and the
enclaves symmetrically. To achieve enclave memory scalabil-
ity, LPMP virtualizes hardware PMP entries for each enclave.
However, a simple trap-and-emulate virtualization for PMP is
inefficient because traps are triggered at a high frequency. In
light of modern cache designs, we take an instruction/data split
approach for LPMP management to ensure system efficiency.
On certain RISC-V platforms, LPMP leverages the TLB for
further performance improvement.

Symmetric host/enclave treatment. Some previous RISC-V
TEEs [10], [11] have used PMP for enclave memory isolation
but failed to provide number scalability. They attribute the
reason to the limited PMP hardware resources. Nevertheless,
we observe that these TEEs treat the host OS and the enclave
differently (asymmetric design in Figure 3) and the PMP
resources actually exhaust in the host OS’s view. For example,
during execution of the host OS, Keystone uses the PMP entry
with the least priority to allow memory accesses at all physical
addresses. Then it uses several PMP entries with higher prior-

ity to prevent the host OS from accessing enclaves’ memory.
Consequently, the number of PMP entries required increases
with the number of enclaves, which poses a limitation on the
number of enclaves (NH2*L = Nppo + 1 < NBAE,),

However, in each enclave’s view, only one PMP entry is
required to allow accesses to its own memory. Hence, if we
treat the host OS as a special enclave, which also only require
one PMP entry, then the limitation in the number of enclaves
is removed. To this end, LPMP introduces a flexible TEE/REE
memory partitioning: a reserved memory pool is dedicated for
enclave memory allocation and the host OS’s memory is a
contiguous region (symmetric design in Figure 3). In practice,
the enclave memory pool is reserved at boot time, while actual
allocations from this pool are fully dynamic at runtime. When
enclaves are created, they request memory from the pool
through the Memory Manager, which updates an ownership
table to track which memory chunks belong to which enclave.
When enclaves terminate, their memory is returned to the pool
for reuse. To prevent the host OS from getting out of memory,
we adopt a flexible boundary for the memory pool. The host
OS can allocate memory from the boundary of the reserved
memory pool. The flexible boundary ensures that if the host
OS experiences memory pressure, it can allocate from the
edge of the reserved enclave pool; if that boundary region is
occupied by enclaves, the Memory Manager migrates enclave
memory to other regions within the pool to make boundary
memory available to the host OS.

In the symmetric treatment of the host OS and enclaves, the
number of PMP entries required is always 1, which does not
grow as the number of enclaves increases. As a consequence,
COFFER is capable of supporting an unlimited number of
enclaves in theory.

|:| Enclavel's Memory - Other Memory
L ] 2 ] « P s [
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PMP
Configurations

La] 2 0|vpi=4

Fig. 4. Tllustration of LPMP. When NSL;MZ > N}.!‘A‘}IIP, the LPMP

Controller in the Security Monitor loads the ﬁrst NEWip entries in the LPMP
list as real PMP configurations. The LPMP list is arranged with the most-
recently-used policy.

Virtualizing PMP entries. Besides enclave number scalabil-
ity, G2 also demands COFFER to support enclave memory
scalability, i.e., memory size and the number of memory
segments should not be limited for the enclaves. However,
the previously mentioned method does not support dynamic
enclave memory allocation. Since the PMP hardware resources
are not exhausted in the previous method, it can be triv-
ially extended to support limited dynamic enclave memory
allocation. Nevertheless, the number of memory segments an
enclave can own is limited by the number of PMP entries
(NEneli < Nmaz ) which does not satisfy G2.

seg



To overcome this limitation, LPMP provides virtualized
PMP entries (which we call LPMP entries in the following) for
each enclave. An LPMP entry contains the same information
as a real PMP entry. However, the number of LPMP entries an
enclave can possess is not limited. The LPMP Controller in the
Security Monitor maintains a dynamic list of LPMP entries for
each enclave and takes a trap-and-emulate approach to make
every LPMP entry take effect (shown in Figure 4). During
context switches into the enclave, the LPMP Controller loads
Np4i» LPMP entries into real PMP CSRs. Memory accesses
to addresses covered by other LPMP entries trigger traps into
the Security Monitor. The LPMP Controller maintains the
LPMP list in a most recently used order: when an LPMP
entry is accessed, it is moved to the head of the list and
loaded into a hardware PMP register. Entries at the tail of the
list, those accessed least recently, are implicitly evicted from
hardware PMP registers when new entries are loaded. This
effectively implements an LRU replacement policy for what
gets evicted, leveraging temporal locality in enclave memory
access patterns. It is possible to implement some other policies
like FIFO or Random policies, but they would likely perform
worse for memory-intensive workloads due to their inability
to exploit temporal locality. This way, we are effectively
using PMP hardware resources as a cache of the LPMP entry
list. Since the number of LPMP entries per enclave is not
limited, an enclave may own a theoretically unlimited amount
of memory segments. Therefore, LPMP enables COFFER to
complement G2.

Instruction/Data split. Though the trap-and-emulate virtual-
ization of PMP provides scalability, this approach can incur
unacceptable performance overhead due to frequent LPMP
traps. Such inefficiency conflicts with our G4. Nevertheless,
we notice that a fair amount of traps are triggered by instruc-
tion memory accesses. As illustrated in Figure 5, the LPMP
entry for instruction memory accesses is kicked out of real
PMP hardware for every Npy/p» data accesses. As a result,
LPMP traps for instruction memory accesses are frequently
triggered even if enclave instruction memory is highly lo-
calized and the corresponding LPMP entry is supposed to
take effect constantly. To address this issue, we borrow the
idea of instruction/data split from modern cache designs. To
this end, the LPMP Controller reserves one or more PMP
CSRs dedicated for enclave instruction memory and applies
the most-recently-used policy for instruction and data PMP
CSRs separately. With the instruction/data split approach, we
significantly improve COFFER enclave execution efficiency.

TLB-enhanced LPMP. In addition to the instruction/data
split optimization which is universal for all standard RISC-V
platforms, we propose another optimization for certain RISC-
V processors. In §II-B, we mention that on some RISC-V
processors, the PMP checking results are cached in the TLB
when the MMU is on. We leverage this feature to further
optimize LPMP efficiency. The theoretical scalability of LPMP
depends on the active working set of memory regions rather
than total enclave memory size. When the number of active
memory segments exceeds available PMP entries (/V, g;f;ive >
NZYip), trap frequency increases proportionally. However,
the instruction/data split optimization reserves dedicated PMP

Example EApp Loaded in Memory Region 3
foo() { // --> Region 3
let sum = 0;

for (1 = 0; i < 10; i++) {

let a = A[i]; // --> Region 4
let b = A[10 + i]; // --> Region 5
let ¢ = A[20 + i]; // --> Region 6
let d = A[30 + i]; // --> Region 7
sum += a * b * ¢ * d;
}
return sum;
}
Memory Layout A: An array contaiping confidential data
EModules m;::ies EApp A[0..9] A[10..19] A[20..29] A[30..39]
L A P [« [ Pad] [ s [[e[]7]]
I'nsl. Data ] Inst. Data Data Data Data
S ) u u u u u
LPMP Entries I-LPMP D-LPMP
[3]7]e[s]af1]2] [3l3] [zle[s[el2]
Hardware PMP Updates H Hardware PMP Updates
During Example Eapp Execution During Example Eapp Execution
Hﬂﬂﬂ (] [I-1-]

2
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s[als[-]5 | swapsper 1 [5] per loop
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LPMP Entries : LPMP Entries

(without Inst/Data Split)

|:| Enclave memory,
PMP allows access

(with Inst/Data Split)

Enclave memory,
D PMP forbids access |:| Other memory

Fig. 5. Illustration of Instruction/Data Split. Suppose an enclave with 7
memory regions is running an EApp with function foo () . 4 memory regions
are used to store an object array A. Without instruction/data split, the LPMP
entry for Region 3 is unloaded and reloaded in each loop iteration. With
instruction/data split, the LPMP entry for Region 3 always takes effect and
trap frequency is reduced.

entries for instruction memory, significantly reducing traps
for code with high spatial locality. TLB-enhancement further
extends effective PMP capacity by caching results for 2MB
regions, enabling COFFER to maintain near-native performance
even for large memory footprints with reasonable access
locality. During an LPMP trap, the LPMP Controller loads
the entry for the most recently hit memory region into real
PMP configuration. The standard RISC-V PMP specification
(§3.7.2 in [17]) suggests a full TLB flush after each PMP
configuration update to ensure the new configurations take
effect. This suggestion guarantees that PMP checking results
cached in the TLB are always consistent with real PMP
configurations. However, this consistency can be relaxed in
Coffer. This is because we only need the TLB-cached PMP
checking results to be consistent with the enclave’s LPMP list
instead of real PMP configurations. To this end, on each LPMP
trap, the LPMP Controller only flushes the most recently
filled TLB entry with the prohibitive PMP checking result
that triggers the trap. All other entries remain in the TLB. The
selective TLB invalidation strategy minimizes flush overhead
by preserving cached PMP results for non-conflicting memory
regions, making LPMP practical even under memory-intensive



workloads. As a result, previous PMP checking results con-
tinue to take effect even if the corresponding LPMP entries
are not loaded in real PMP CSRs. This way, we effectively
increase the number of PMP entries using TLB capacity. To
fully utilize this optimization, we perform enclave memory
allocation at 2MB granularity, the size of mega-pages in the
RISC-V SV39 address translation standard. This allows for
TLB-cached LPMP entries to cover larger enclave memory
regions.

Nevertheless, frivolous utilization of caching units can be
catastrophic [40], [41]. We need to ensure our utilization of
TLB does not undermine the security of COFFER enclaves.
To this end, we propose two security principles for TLB
maintenance: (1) exclusive ownership of TLB and (2) freshness
guarantee. The principle of exclusive ownership of TLB
demands that at any moment all TLB entries must belong to
a single entity, either the host OS or a particular enclave. To
enforce this principle, the LPMP Controller performs an entire
TLB flush upon switching into or out of an enclave. The prin-
ciple of freshness guarantee demands that TLB-cached PMP
checking results must always be up-to-date, consistent with the
enclave’s LPMP list. When an enclave’s LPMP list is modified
(for example, during enclave memory allocation), the LPMP
Controller also flushes the entire TLB to guarantee freshness
of the entries. This avoids stale LPMP entries to be cached
in the TLB. The two principles ensure security for the TLB-
enhanced LPMP, which significantly improves the efficiency
of COFFER enclaves under heavy memory fragmentation.

C. Autonomous Adaptive Enclaves

To meet G1, COFFER enclaves do not rely on the host
OS for critical OS functionalities. For this purpose, COFFER
equips each enclave with a set of EModules to provide OS
functionalities. However, providing all OS functionalities in
the enclave leads to TCB bloating. To address this problem,
COFFER introduces a user-defined EModule permission table
to customize the TCB for each enclave.

EModule. An EModule is a modularized software entity that
provides OS services, including system call handling and page
mapping, to the enclave. An EModule may also provide basic
functionalities (such as memory allocation) to other EModules.
Each EModule focuses on a single task and is as small as pos-
sible. A special EModule, EMod_Manager, is compulsory
for every enclave. It provides the most fundamental function-
alities such as enclave boot-up, page mapping, simple system
call handling, and loading other EModules. With EModules,
enclaves can provide all functionalities required by the EApp
on their own, without having critical functional dependency
over REE, satisfying the requirement for autonomy. Besides,
handling OS operations inside the enclaves reduces domain
switch frequency, improving overall system performance.

Dynamically assembled enclave. COFFER uses EModules
to dynamically assemble an adaptive enclave runtime. When
an EApp invokes certain OS functionality provided by
an EModule, the EMod_Manager verifies and loads the
EModule on demand. The dynamic loading approach avoids
unused components being included in the enclave and re-

duces memory consumption. In addition, there is a user-
defined EModule permission table for each enclave. When
an EModule is invoked, the EMod_Manager checks whether
the enclave has permission to load the EModule. If the
EApp does not have permission to the EModule, then the
EMod_Manager aborts enclave execution and exits imme-
diately. To guarantee the integrity of the permission table, it
is combined with the EApp for the enclave digest report. This
way, the user can customize TCBs of the enclaves. Even for
enclaves with the same EApp, the TCBs can differ because of
different permission configurations.

Autonomous enclave. Enclaves in COFFER do not have
critical functional dependencies on the host OS. The EModules
handle all system calls and interrupts for the enclaves. This
design largely reduces the attack surface of the enclaves and
prevents potential threats such as Iago attacks [22]. However,
although COFFER enclaves do not proxy system calls to
the host, they may still leverage the host OS to improve
I/O efficiency. For example, the Security Monitor provides a
special interface for bulk data transfer between the host OS
and the enclaves. To use this interface, the sender first writes
data to a newly allocated memory region and then tells the
Security Monitor to change the ownership of the region to
the receiver. Throughout the entire process, the principle of
exclusive ownership is enforced. This way, COFFER excludes
I/O drivers (which takes a large portion of OS kernels) from
the TCB of the enclaves and enables efficient I/O for the
enclaves. Note that as mentioned in §III, preventing DMA
attacks is orthogonal to our study.

V. IMPLEMENTATION

In this section, we describe how we implement the prototype
of COFFER. We implement the Security Monitor prototype
on top of OpenSBI [49]. Besides, we implement six minimal
EModules: EMod_Manager, EMod_Alloc, EMod_Futex,
EMod_UART, and EMod_VFS. Our COFFER prototype sup-
ports HiFive Unmatched board [26], VisionFive 2 board [27]
and D1 Nezha board [50].

A. EModules

EModules are dynamically loadable functioning modules
which provide critical low-level functionalities to the en-
claves. They are supposed to be minimal, flexible, and self-
contained. As a result, the enclaves do not have to rely
on REE for these functionalities and can be autonomous.
Only EMod_Manager is compulsory for every enclave. Other
EModules are loaded on demand. We port all EModules except
EMod_Manager from production-ready libraries to ease the
engineering effort and ensure functional correctness.
EMod_Manager. The EMod_Manager initializes the en-
clave, manages other EModules and handles a few simple
system calls. During enclave initialization, the Security Mon-
itor loads the binary of the EMod_Manager to the primary
memory partition of the enclave and then transfers the control
flow to the EMod_Manager to boot the enclave. The EApp
is loaded after enclave initialization. After loading the EApp,
the EMod_Manager calculates a hash digest of the enclave



and can output the digest with secure device operations.
During EApp execution, when the EApp invokes a system
call, the EMod_Manager dispatches it to the corresponding
EModule. If the EModule is not loaded at the moment,
the EMod_Manager requests the EModule image from the
host OS via secure message channels. After receiving the
image, it first attests the integrity of the image with the
digital signature contained inside the image. Only authorized
EModule developers can provide valid signatures.

Other EModules. In our prototype, we implement four
other EModules: EMod_Alloc for enclave heap memory
allocation, EMod_Futex for futex support, EMod_UART as
UART device driver, and EMod_VFS for RAMFS support.
We port EMod_Alloc from the musl libc allocator [51],
EMod_Futex and EMod_UART from the Linux kernel. For
EMod_VFS, we port from Unikraft’s vEscore library [30].
These EModules together with the EMod_Manager provide
50+ most commonly used system calls.

B. Security Monitor

We implement COFFER’s Security Monitor based on
OpenSBI v0.9 [49]. There are four components in the Se-
curity Monitor: the Enclave Manager, the Memory Manager,
the LPMP Controller, and the Message Channel Controller.
Table IV shows the ecall ABIs that the Security Monitor
provides. The first six ABI calls are provided by the Enclave
Manager. The allocation call is handled by the Memory Man-
ager. Three are provided by the Message Channel Controller.

TABLE IV
COFFER SECURITY MONITOR ABI. E(H) MEANS THE ABI CAN ONLY
BE INVOKED BY THE ENCLAVES (THE HOST OS). E/H MEANS THE ABI 1S
AVAILABLE FOR BOTH PARTIES.

ABI Name ‘ Caller ‘ Functionality
create_encl | H Create and initialize enclave
enter_encl H Load EApp into enclave
pause_encl E Pause the enclave

resume_encl | H
exit_encl
attest_encl H
mem_alloc E

Resume paused enclave
Exit and clean up enclave
Attest enclave integrity
Allocate memory

mem_transfer| E/H | Transfer memory ownership
channel_esta| E/H Establish message channel
channel_send| E/H | Send message to channel
channel_stop| E/H | Terminate message channel

Enclave Manager. The enclave manager handles six ecalls
for creating, entering, exiting, pausing, resuming, and attesting
enclaves. It maintains the contexts of all enclave threads. We
modify the medeleg CSR to let the Enclave Manager to
intercept all ecalls from both U-Mode and S-Mode and
redirect the host system calls back to the OS kernel.

Memory Manager. The memory manager maintains the re-
served enclave memory pool and takes care of enclave memory
allocation and migration. We split the memory pool into
chunks of 2MB to ease memory management. 2MB is also the
size of mega-pages in RISC-V’s SV39 standard [17]. There is a

memory ownership table inside the Memory Manager. During
the allocation, the memory manager updates the memory
ownership table and then informs the LPMP Controller to
update the LPMP context. If there is no contiguous memory
region for the required size, the Memory Manager asks the
enclave to separate the allocation into multiple requests. The
Memory Manager also supports memory migration to adjust
the flexible TEE/REE memory pool boundary. During the
memory migration, the Memory Manager copies the memory
and updates relevant contexts, including CSRs and page tables,
and then it cleans up the original memory region and updates
the memory ownership table.

LPMP Controller. The LPMP Controller maintains the LPMP
entry list for each enclave. The list contains addresses and sizes
of all memory segments owned by the enclave. All list entries
are allocated from a static array whose size equals the number
of chunks in the memory pool. During context switches, the
LPMP Controller fills up PMP CSRs with entries in the LPMP
list one by one. It uses NAPOT mode for aligned addresses
and TOR mode for misaligned addresses. Each TOR region
consumes two PMP CSRs. On an LPMP fault, the LPMP
Controller checks whether the accessed address belongs to
the enclave. If so, the LPMP Controller brings the hit region
to the head of the list and updates the PMP configurations
accordingly. To enable instruction/data split, the LPMP Con-
troller reserves at least one PMP entry for enclave instructions.
After each PMP configuration update, the LPMP Controller
flushes the TLB entry using instruction, sfence.vma a0,
zero, where a0 stores the virtual address stored in CSR
mtval. This way, the TLB is leveraged to effectively enlarge
the capacity of PMP. To ensure strong isolation, the LPMP
Controller enforces the two principles introduced in §IV-B:
exclusive ownership of TLB and freshness guarantee. To this
end, upon each domain switch or when the LPMP list is
updated, the LPMP Controller performs an entire TLB flush
using the instruction sfence.vma.

Message Channel Controller. Message channel is a utility
to support host-enclave communication. There are 3 ecalls
for message channels: channel_listen, channel_send
and channel_stop. The channel_listen call have
three parameters: the sender’s enclave ID, the address of
the receiver buffer, and the maximum buffer length. The
channel_send call also has three parameters: the receiver’s
enclave ID, the address of the message, and the length of
the message. To send a message over a channel, the receiver
must first start listening in advance. When the sender invokes
channel_send, the MCC first verifies the ownership of
the physical memory of the message source according to the
ownership table inside the Memory Manager. If the message
is valid, then the Message Channel Controller changes the
mstatus CSR to make the core fetches instructions in
physical addresses but reads/stores data in virtual addresses
and performs memory copying.

VI. SECURITY ANALYSIS

A. Protection against Different Attacks.

Protection against malicious OS kernel. A malicious OS
kernel may launch attacks towards COFFER enclaves and the



Security Monitor. It may attempt to access memory owned
by the enclaves or the SM. We prevent this by enforcing
physical memory isolation based on LPMP(§IV-B), which
forbids the host OS from accessing the memory of other
entities. Since COFFER enclaves are autonomous (§IV-C), the
enclaves have minimal functional dependencies over the host
OS, which avoids attacks based on OS operations such as
system call handling [22], [23] and page mapping [24]. The
malicious kernel may also attempt to replace or inject code
to EApp/EModule binaries. However, the Security Monitor
provides an attestation ecall to verify enclave integrity,
which is common in TEE designs such as Keystone [10].
Protection against compromised enclave. Though the in-
tegrity of EApps is verified through attestation, the EApps
may contain vulnerabilities and can be compromised [52].
Therefore, we also prevent potential attacks from enclaves.
First, the strong isolation provided by LPMP prevents the
enclaves from accessing each other’s memory. Second, we do
not allow the enclaves to access the host OS’s memory. All
communication between REE and TEE must be performed
using the secure message channel provided by the Security
Monitor. Lastly, the COFFER enclaves do not have shared
resources, including EModules, physical memory, TLB entries,
and page tables, This avoids potential data leakage from the
shared resources.

I/O security. For MMIO peripheral devices, COFFER can
add special LPMP entries for the host/enclaves to protect
the I/O operations. However, there are also peripheral devices
with DMA. Preventing attacks from such peripheral devices
requires additional specialized hardware such as IOMMU [47]
or IOPMP [48]. IOPMP is still under active development
stage, and several RISC-V vendors have announced plans
to implement it in future SoCs. IOMMU has already been
ratified in non-ISA specifications, but currently only a few
commodity RISC-V SoCs support it. It is feasible to retrofit
these features into COFFER without significant architectural
changes. COFFER is designed with forward compatibility for
emerging RISC-V security extensions. Currently, COFFER
supports enclave bulk I/O operations by memory ownership
transfer (Section IV-C). All private data should be encrypted
before being sent to or received from the enclaves.
Side-channel attacks. While §III excludes side-channel at-
tacks from our threat model in general, we note that COFFER’S
architectural design provides defense against certain side-
channel subsets as a derivative advantage. Previous works [41]
have demonstrated various side-channel attacks on commodity
RISC-V devices. Defending against cache-based side-channel
attacks requires hardware modification and remains orthogonal
to our study. However, COFFER provides strong mitigation
against TLB-based or page-table-based side-channel attacks
as a natural consequence of its design: each enclave manages
page tables independently, and the Security Monitor enforces
the principle of exclusive ownership of TLB through full TLB
flushes on domain switches.

B. TCB

The TCB of an enclave in COFFER contains an User
Mode EApp, one or more Supervisor Mode EModules and

TABLE V
CODE SIZES OF PRIVILEGED COMPONENTS IN COFFER.

EModule ‘ LoC Security Monitor ‘ LoC
EMod_Manager | 4,430 OpenSBI 14,830
EMod_Alloc 595 Enclave Manager | 1,119
EMod_Futex 539 Memory Manager | 735
EMod_UART 898 LPMP Controller | 191
EMod_VFS 5,490 Message Channel | 176
(a) LoC counting of (b) LoC counting of the SM.
EModules.

the Machine Mode Security Monitor. All EModules within a
single enclave execute in the same S-mode protection domain
and are not shared across enclaves; each enclave assembles its
own private instances according to its permission table. The
EApp is a general Linux ELF file so its TCB reduction is
left to the EApp developers. Here we focus on the enclave
components running in the privileged modes. Table V shows
the code sizes of the privileged components in COFFER. Ta-
ble V(a) lists the Lines of Code (LoC) of each EModule. Note
that the most complex EModule is the EMod_VFS, which
contains 5,490 LoCs. However, this size is comparable to the
file-system related part in production-level enclave LibOSes
such as Graphene-SGX [29]. Table V(b) shows the detailed
TCB breakdown of the Security Monitor in COFFER. The
EMod_Manager and the Security Monitor are compulsory
for every enclave. They consist of 21,473 LoC in total. An
EApp can only load the EModules it has access permission
to. This may significantly reduce enclave runtime TCB sizes
in COFFER.

EModule ecosystem security. COFFER’s current imple-
mentation provides signature-based integrity verification for
EModules, where the EMod_Manager performs ECDSA
signature verification before loading any module. The platform
owner controls the signing key, establishing a clear chain of
trust similar to standard TEE practice. Minimal module sizes
facilitate auditing, and on-demand lazy loading let enclaves
load only necessary modules, reducing attack surface. While
the current prototype focuses on foundational signing and ver-
ification, comprehensive lifecycle management features such
as automated version tracking, formal revocation mechanisms,
and runtime patching represent important directions for future
work. Supply-chain attacks targeting the signing infrastructure
remain an open research question affecting all TEE systems.

Security—performance tradeoffs. COFFER embodies several
deliberate security performance tradeoffs. The fundamental
LPMP design trades modest trap-handling overhead for com-
prehensive fine-grained memory isolation without hardware
modification. TLB-enhancement optimization leverages TLB
caching for performance gains while has two TLB flushing
strategies which may have different secrecy. The autonomous
enclave design with EModules trades increased enclave TCB
size for substantially reduced attack surface by eliminating OS
dependencies that enable Iago and controlled-channel attacks.



VII. EVALUATION
A. Research Questions

In this section, we evaluate the prototype of COFFER based
on our implementation (§V). For data consistency, we conduct
all performance evaluations on the same HiFive Unmatched
board [26] with four cores SiFive U74 and 16GB DRAM.
All results are obtained by averaging over 30 repeated exper-
iments. We consider five research questions in our evaluation:
RQ1. How is COFFER’s scalability?

RQ2. How is COFFER’s compatibility?

RQ3. How efficiently do COFFER enclaves execute under
highly fragmented physical memory?

RQ4. How much overhead is incurred on the benchmarks?
RQS5. How does COFFER compare to the state-of-the-art RISC-
V TEEs?

B. Scalability

For RQ1, we evaluate COFFER’s scalability from two as-
pects: number scalability and memory scalability.
Number scalability. To evaluate COFFER’s number scalability,
we observe how the performance overhead changes when
the number of concurrent enclaves scales up. We launch
up to 2,048 concurrent enclaves distributed across all four
cores, each running the sha512 benchmark from the RV8
benchmark suite [53]. We measure the average enclave exe-
cution time and the execution time of the slowest enclave and
compare with the single enclave execution time. The result is
shown in Figure 6(a). From the results we conclude that the
enclave performance overhead does not scale with the number
of concurrent enclaves, and the overhead is within 1% even
for 2,000+ concurrent enclaves.
Memory scalability. To evaluate COFFER’s memory scalabil-
ity, we run enclaves of different memory sizes and compare
the execution time with Linux. We run the memrate worker
of stress—ng [54] in the enclave for this purpose. We make
the st ress-ng worker allocate memory buffers of different
sizes, from 128MiB to 2GB. The memory access rate is set
to 2,000 reads and 1,000 writes per second. The results are
shown in Figure 6(b). It can be observed that the enclaves
incur around 6% performance overhead compared to Linux.
The performance difference may originate from the prototype
memory allocator EModule EMod_Al1loc, which is designed
to be lightweight but not optimized to be cache-friendly. A
more sophisticated memory allocator can be used to improve
the performance of the enclaves.

C. Compatibility

For RQ2, we evaluate COFFER’s compatibility from both
hardware and software perspectives.
Hardware Compatibility. COFFER is a software-based TEE.
The hardware primitive it relies on for memory isolation
is PMP, which is defined in the RISC-V standard specifi-
cation and supported by all RISC-V compliant processors.
Therefore, COFFER can be deployed on any standard RISC-V
devices, including off-the-shelf commodity boards. We have
tested COFFER on different RISC-V platforms: the SiFive
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Fig. 6. COFFER Scalability. (a) For number scalability, we run varying

numbers of enclaves and compare them to single enclave execution. The
overhead does not scale as the number of enclaves increases. (b) For memory
scalability, we run enclaves with different memory sizes and compare the
execution time to Linux processes. The overhead is within 7% with enclave
memory sizes up to 2GB.

Unmatched [26], the VisionFive 2 [27], and the XiangShan
(Nanhu) [55] on Prodigy S7-19P Logic System. While not
every hardware feature we used in LPMP optimization such as
caching PMP checks results in the TLB is available in all these
three platforms, COFFER’s behavior on these three platforms
is consistent during our experiments. The results are shown in
Figure 7.

Software Compatibility. COFFER supports statically linked
ELF binaries as EApps. Currently, ELF binaries compiled with
musl-libc [51] and newlib [56] are supported. In our
prototype, we support 50+ most commonly used system calls,
which are already enough for COFFER to host a wide range
of real-world applications as the EApps, including Redis,
SQLite3, DarkNet, zstd, etc. Besides, since COFFER tries
to remove the essential dependencies on the host OS, it is
theoretically compatible with any host environment.

D. Efficiency under Memory Fragmentation

To evaluate COFFER enclaves performance under highly
fragmented physical memory (RQ3), we perform a worst-
case simulation: all physical pages of the enclave are not
adjacent to each other. Besides, we assume that TOR is the
only available PMP address matching mode. We run RV
benchmarks with large memory consumption and the vm
worker of stress-ng in enclaves under different settings:
(1) no PMP protection as the performance baseline, (2) LPMP
without optimization, (3) LPMP with instruction/data split,
(4) LPMP with TLB-enhancement, and (5) LPMP with both
optimizations. For the vm worker we choose two different
memory access patterns: vim-write64 for sequential mem-
ory access and vm-swap for random memory access. The
experiment results are shown in Figure 8. Results for LPMP
with no optimization are not shown for RV8 benchmarks and
stress—ng vm-swap. This is because enclaves under these
configurations cannot finish execution in a reasonable time
(these enclaves cannot finish within an hour while enclaves
under the baseline configuration take only < 10 seconds).
From the experiment results we find the TLB-enhancement
optimization is much better than the instruction/data split
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Fig. 7. COFFER Compatibility. Performance overheads on RV8 benchmarks
with different optimization settings of COFFER on different RISC-V plat-
forms (Hifive Unmatched, StarFive VisionFive 2, and XiangShan Nanhu).

for RV8 benchmarks. However, for stress—ng workers,
instruction/data split is much better. The difference originates
from that the st ress-ng vm workers only involve memory
access while the RV8 benchmarks contain more computation
instructions. In all experiments, LPMP with both optimizations
incur only < 3% overhead compared to the baseline. There-
fore, the two optimizations together enable COFFER enclaves
to execute at nearly-native speed even under heavy physical
memory fragmentation.

E. General Performance

To answer RQ4, we tested COFFER on both benchmark
suites and real-world applications.
Benchmark Suites. We evaluate the general performance
overhead of COFFER using the RV8 benchmarks [53]. All
benchmarks are statically compiled with newlib [56]. We
run the same ELF binaries both as EApps and as Linux
processes. And we measure the time the enclaves and Linux
processes take to finish. Figure 9(a) shows the results. For
all benchmarks, the performance overhead is within 5% for
enclaves in COFFER compared to Linux. For benchmarks
with larger memory usages, such as gsort, aes and norx,
zeroing enclave memory on cleaning up incurs additional
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Fig. 8. LPMP Overhead under Worst-case Memory Fragmentation.

Results for LPMP with no optimization are not shown for RV8 benchmarks
and stress—-ng vm-swap as enclaves under these configurations cannot
finish execution in a reasonable time.

overhead. For primes and gsort, we observe a shorter
execution time for enclaves than Linux. This is because the
COFFER enclaves in our prototype switch back to Linux
once per 100 timer interrupts to reuse the Linux scheduler.
This implementation triggers fewer task switches than Linux
processes and therefore shortens the execution time. However,
this should not be considered as a performance advantage of
COFFER.
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Fig. 9. Performance Comparison. We compare the performance of COFFER
enclaves to Linux processes on the RV8 benchmarks and real-world ap-
plications. COFFER enclaves incur less than 5% performance overhead on
RV8 benchmarks and neural network inferences, less than 15% overhead for
SQLite3 databases.

Real-world applications. We evaluate COFFER on two real-
world applications: DarkNet [57] and SQLite3 [58], to sim-



TABLE VI
COMPARISON WITH THE STATE-OF-THE-ART RISC-V TEES. NZ'%/%, MEANS THE MAXIMUM AVAILABLE NUMBER OF PMP ENTRIES. Ngle“gf” MEANS
THE MAXIMUM AVAILABLE NUMBER OF DRAM REGIONS PROPOSED IN SANCTUM. General Binary MEANS ENCLAVES CAN HOST UNMODIFIED BINARIES
AS EAPPS. Dedicated SDK MEANS ENCLAVES CAN ONLY SUPPORT EAPPS DEVELOPED WITH A SPECIAL SDK. OVERHEAD ON RV8 BENCHMARKS ARE
FROM THE ORIGINAL PAPERS. COFFER IS THE ONLY RISC-V TEE WITH HIGH SCALABILITY, HIGH COMPATIBILITY, AND AUTONOMOUS ADAPTIVE

ENCLAVES.
Name Enclave Number Enclave Memory Hardware EApp Enclave Adaptive Overhead on
Segment Number Requirement Compatibility Autonomy TCB Benchmarks (RV8)
RISC-V . :
Keystone < Npvite < Ny Standard General Binary X X <1%
CURE 13 1 Customized General Binary viX X < 10%
Sanctum < Nge 1 Customized Dedicated SDK X X No data
TIMBER-V No Limitation No Limitation Customized Dedicated SDK X X No data
. No Limitation S . POSIX-
Penglai (Tested for 1,000+) No Limitation Customized compatible X X < 5%
Composite mas maz Specialized e "
Enclaves < Npiie < Npiie Peripheral General Binary X X No data
No Limitation T RISC-V .
COFFER (Tested for 2,000+) No Limitation Standard General Binary v v <5%

ulate confidential neural network inferences and confiden-
tial databases. We run them as EApps and compare the
performance to Linux processes. The results are shown in
Figure 9(b). For secure neural network inferences, COFFER en-
claves have comparable performance to Linux processes. For
secure databases, COFFER enclaves running write-intensive
benchmarks have higher performance overhead. This is be-
cause the EModule EMod_VFS is a lightweight RAM File Sys-
tem (RAMFS) implementation. A more sophisticated file sys-
tem EModule can be used to improve performance. COFFER
enclaves hosting read-intensive benchmarks are more efficient
and only incur less than 5% performance overhead.

FE. Comparison

For RQS, We compare COFFER to the state-of-the-art RISC-
V TEEs. The results are shown in Table VI. Our comparison
shows that COFFER is the only RISC-V TEE that with both
high scalability and compatibility. Besides, COFFER is also
the only RISC-V TEE that provides autonomous adaptive
enclaves. Many RISC-V TEEs depend on customized hard-
ware so it is hard to conduct fair performance comparisons
with them directly. Other software-based TEEs currently do
not support our device. Therefore, we compare COFFER’S
performance with other RISC-V TEEs based on their pub-
lished results on RV8 benchmarks, the most commonly used
RISC-V benchmark suite. A direct quantitative performance
comparison for workloads with highly fragmented memory
would require substantial modifications to baseline systems
and is highly duplicated to our works. Existing software-
based TEEs like Keystone cannot support enclaves with such
fragmented memory layouts. Our feature-based comparison
and worst-case fragmentation experiments in § VII demonstrate
that COFFER is the only evaluated system capable of executing
workloads under extreme memory fragmentation (achieving
<3% overhead), representing a qualitative breakthrough from
architecturally infeasible to feasible and efficient. There are
no data for Sanctum, TIMBER-V, and Composite Enclaves.
This is because Sanctum and TIMBER-V are proposed before
the RVS8, and Composite Enclaves focus on device operations

and are not evaluated on RVS. We can see from publicly
available data that COFFER has comparable performance with
other RISC-V TEEs.

VIII. RELATED WORKS

VM-based TEEs. VM-based TEEs are becoming more pop-
ular in the industry, including AMD SEV [3], Intel TDX [2],
and Arm CCA [7]. Such TEEs are also autonomous by design.
However, compared to VM-based TEEs, COFFER enclaves
have significantly smaller TCBs due to the EModules design.
In addition, VM-based TEEs are not primary options on
commercially available RISC-V platforms because of the lack
of H-extension support [17]. Nevertheless, LPMP in COFFER
can also be used to support VM-based enclaves on RISC-
V since the LPMP list provides similar functionalities that
resemble the permission tables in VM-based TEEs.

RISC-V security extensions. There are several security ex-
tensions proposed in the RISC-V community. CoVE [14] is
a design for confidential VMs on RISC-V. HPMP [15] is a
proposal to support table-based memory protection on RISC-
V. IOMMU [47] and IOPMP [48] are specialized hardware for
I/O security. Smepmp [59] is a proposal to enhance the PMP
mechanism. Sspmp [60] is proposed as S-mode PMP. How-
ever, these proposals are still under development and have not
been merged into the mainline of RISC-V specifications [16]—
[18]. Therefore, PMP is the most generic security feature on
RISC-V. We expect this situation to last in the near future.
Other RISC-V TEEs. Keystone [10] is a software-based
modularized TEE framework for RISC-V. CURE [61] provides
different types of enclaves. Sanctum [20] is an SGX-style TEE
on the RISC-V platform. TIMBER-V [13] is a RISC-V TEE
that provides isolated enclaves. Penglai [12] is a RISC-V TEE
targeted at scalable cloud scenarios. Composite Enclaves [11]
is a RISC-V TEE built on top of Keystone for specialized
peripheral devices. Compared to these RISC-V TEEs, COFFER
is the only one that does not have limitation on the number
of enclaves or enclave memory segments but deployable on
standard RISC-V platforms.



TEEs on other architectures. Intel SGX [1] uses mem-
ory encryption to protect the confidentiality of the enclaves.
GrapheneSGX [29], Occlum [46] and CubicleOS [36] are built
on top of SGX, using LibOSes to support general applications.
HyperEnclave [62] runs SGX programs on AMD servers
with a Rust monitor. On the Arm platform, TrustZone [63]
provides an isolated domain called the secure world. Several
Arm TEEs [64]-[66] use virtualization-based isolation with
TrustZone to provide more isolated domains as enclaves.
Sanctuary [67] provides SGX-style enclaves by isolating them
with Arm TZASC. Arm has also announced CCA, a new
TEE for confidential VMs. Shelter [21] provides user-space
enclaves based on Arm CCA.

IX. CONCLUSION

In this paper, we propose COFFER, which is a scalable
and efficient TEE for commodity RISC-V platforms. COFFER
resolves the dilemma between scalability and compatibility
in RISC-V TEEs. It introduces a software framework LPMP
for efficient and secure PMP virtualization. Besides, it uses
EModules to provide efficiency and enclave autonomy. We
implement a prototype of COFFER and our evaluation results
show that COFFER can support 2,000+ concurrent enclaves
with minor performance overhead and the performance over-
head is low even under heavy physical memory fragmentation.
To the best of our knowledge, COFFER is the first RISC-V TEE
that can provide scalability on commodity RISC-V devices.
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