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ABSTRACT

It is widely recognized that metrics are important to information
security. Metrics can be an effective tool for companies and
information security professionals to measure, control, and
improve their security control and mechanisms. However,
common security metrics are often qualitative, subjective, and
informal in the sense that they are lacking formal models and
automated support. This paper discussed our work on temporal
metrics for software vulnerabilities based on the Common
Vulnerability Scoring System 2.0. A mathematical model is
provided to calculate the severity and risk of a vulnerability,
which is time dependent including exploitability, remediation
level, and report confidence attributes of an information asset in a
computing environment. A prototype of an automated tool,
CVSSWizzard, is illustrated with examples.

Categories and Subject Descriptors

C.2.0 [Computer-Communication Networks]: General [Security
and protection]; K.6.5 [Management of Computing and
Information Systems]: Security and Protection;

General Terms
Measurement, Security, Verification.

Keywords
Information Security, Threats and vulnerabilities, Metrics and
measurement, Common Vulnerability Scoring System

1. INTRODUCTION

Vulnerability evaluation plays a central role for security posture
and risk management. Vulnerability refers to flaws or weakness in
a system’s design, implementation, or operation and management
that could be exploited to violate the system’s security policy.
Any flaw or weakness in an information system could be
exploited to gain unauthorized access to, damage or compromise
the information system. In order to evaluate vulnerability, we need
well-defined security metrics to measure the severity level of a
vulnerability based on scientific, systematic, and quantitative
approaches. Without well-defined security metrics, companies
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find themselves difficult to compare and select different security
options accurately. Cost-benefit analysis and ROI (return on
investment) calculations are becoming standard pre-requisites for
any information security product sale or purchase.

The CVSS (Common Vulnerability Scoring System) [1] provides
a tool to quantify the severity and risk of a vulnerability to an
information asset in a computing environment. It was designed by
NIST (National Institute of Standard and Technology) and a team
of industry partners. CVSS metrics for vulnerabilities are divided
into three groups: Base metrics measure the intrinsic and
fundamental characteristics of vulnerabilities that do not change
over time or in different environments. Temporal metrics measure
those attributes of vulnerabilities that change over time but do not
change among user environments. Environmental metrics measure
those vulnerability characteristics that are relevant and unique to a
particular user’s environment.

If a vulnerability has no impact on confidentiality, integrity, or
availability, the BaseScore of the vulnerability will be zero.
However, as [2] pointed out, the current version of CVSS treats
those minor impact situations as the same as those with significant
impacts indicated by the equation f{impact) = 1.176 when the
impact sub-score is not zero. As confidentiality, integrity, and
availability impact plays an important role in CVSS calculation,
[2] proposed to define f{impact) as a multiple tiered function,
such that the base score reflects the impact on confidentiality,
integrity, and availability.

As shown in [2], our new formula for the BaseScore generates
more reasonable vulnerability scores for common vulnerabilities.
Since the TempScore depends on the BaseScore, our new formula
discussed in [2] produces more reasonable temporal metrics as
well. However, we believe that a new formula for temporal
metrics is in need in addition to the new formula for the
BaseScore in [2]. The rest of the paper is organized in the
following way: Section 2 proposes our new Temporal Metrics
formula. Section 3 presents a possible change to the
Environmental formula with a brief introduction to our automated
tool. The last section discusses further research topics, followed
by references.

2. TEMPORAL METRICS
Temporal metrics represent the time dependent features of the
vulnerabilities. Temporal metrics were defined in [1] as the
production of the following four factors:

TempScore = BaseScore * Exploitability * RemediationLevel *
ReportConfidence

BaseScore is calculated by the base metrics. The Exploitability
measures the current state of exploit techniques or code



availability. For a vulnerability, if the easy-to-use exploit code is
available, it increases the number of potential attackers as script
kiddies can launch an attack with the exploit code. Thus high
exploitability increases the severity of the vulnerability. The more
easily a vulnerability can be exploited, the higher the vulnerability
score. The possible values for Exploitability are: Unproven (0.85),
Proof-of-Concept (0.90), Functional (0.95), High (1.00), and Not-
Defined (1.00).

The RemediationLevel measures the degree of severity of a
vulnerability in terms of its remediation like temporary fix or
official fix. If a vulnerability has less official fix or less permanent
fix, it should have higher vulnerability score. The possible values
for RemediationLevel are: Official Fix (0.87), Temporary Fix
(0.90), Workaround (0.95), Unavailable (1.00), and Not Defined
(1.00).

The ReportConfidence measures the degree of confidence in the
existence of the vulnerability and the credibility of the known
technical details. If a vulnerability is validated by the vendor or
other reputable sources, it has higher score. The possible values
for ReportConfidence are: Unconfirmed (0.90), Uncorroborated
(0.95), Confirmed (1.00), and Undefined (1.00).

According to the discussion above, the TempScore will have a
value fall into the following range:

0.66555 * BaseScore < TempScore < BaseScore

As temporal score measures the time dependent features of the
vulnerability, it should not be confined in such a narrow range.
On one hand, the Expoitability increases as more advanced exploit
technology and tools become available. On the other hand, as the
vulnerability is known to more and more people, it increases its
temporal metrics value as it is subject to more exploits. Of course,
the temporal score of a vulnerability will decrease when there is
an official fix. For example, as CISCO published its security
advisory revisions from Revision 1.0 and 1.1 in 2007 December
to its Revision 1.2 in 2008 January, the RemediationLevel of the
vulnerability score decreased [5]. The original CVSS formula
seems to account for the official fixing vulnerability from the
vendor side more than the exploitability increase from the user
perspective.

In order to reflect the time-dependency of temporal metrics, we
proposed to adjust the Exploitability values as described in the
table below:

Table 2. New Exploitability values

Metric Name Original Value Adjusted Value
Unproven 0.85 1.00
Proof-of-Concept 0.90 1.05
Functional 0.95 1.10
High 1.00 1.15
Not Defined 1.00 1.00

Comparing with the original temporal metrics formula, this
modification allows the temporal metrics to be greater than the
basic metrics as shown in the following inequation:

0.783 * BaseScore < TempScore < 1.150 * BaseScore

Given that the temporal score may be over 10, we could pick up
the minimum value between 10 and the new temporal score value

to make the temporal metrics values consistent with basic scores
and environmental scores with a maximum of 10. Below is the
new temporal formula:

TempScore = min{10, OldTemp}, where
OldTemp = BaseScore * Exploitability *
RemediationLevel * ReportConfidence.

Example 1: A vulnerability exists in the CISCO Firewall Services
Module [9] with a Common Vulnerabilities and Exposures (CVE)
identifier CVE-2007-5584. CISCO provided its base score (7.8) and
temporal score (7) using CVSS 2.0 with the following parameters:

Access Vector: Network; Access Complexity: Low; Authentication: None;
CI:None; II:None; AL:Complete.

Exploitability:Functional, Remediation Level:Workaround; Report
Confidence:Confirmed.

With the same parameter values, our formulas deliver its base score as
5.19 and temporal score as 5.42, which shows that the temporal score is
actually higher than its base score. This is because the Exploitability
keeps “Functional” while there is no official fix (“Workaround” was used
for Remediation Level value) for this vulnerability at the time of
calculation. In other words, the vulnerability has been around for some
time but the vendor has not released any official solution for it yet. In this
case the temporal score reflects the time dependent measurement for the
vulnerability.

Example 2: A vulnerability in the CISCO implementation of Multicast
Virtual Private Network (MVPN) is subject to exploitation that can allow
a malicious user to create extra multicast states on the core routers or
receive multicast traffic from other Multiprotocol Label Switching
(MPLS) based VPN by sending specially crafted messages [10]. This
vulnerability is documented as CISCO Bug ID CSCsi01470 and has been
assigned CVE ID CVE 2008-1156. CISCO provided its base score (7.5)
and temporal score (6.2) using CVSS 2.0 with the following parameters:

Access Vector: Network; Access Complexity: Low; Authentication: None;
CIL:Partial; II: Partial; Al: Partial.

Exploitability:Functional, Remediation Level:Official-Fix; Report
Confidence:Confirmed.

With the same parameter values, our formulas deliver its base score as
4.49 and temporal score as 4.29, which shows that the temporal score is
smaller than its base score. The main reason for this is due to the fact that
CISCO has released free software updates that address this vulnerability
officially. Note that in both examples, our base scores are smaller than the
corresponding CVSS base scores. This is because our f(impact) is defined
completely different from that in the original CVSS formula [2].

3. ENVIRONMENTAL METRICS AND
AUTOMATED TOOL

Another supporting evidence for this new temporal formula is its
application in calculating the environmental score. Similar to the
temporal formula, we proposed the following new formula for the
environmental formula:

EnvScore = (AdjustedTempScore + (10*AdjustedTemScore) *
CollateralDamagePotential) * TargetDistribution *
F(AdjustTempScore), where

AdjustedTempScore = min{ 10, AdjustedBaseScore * Exploitability *
RemediationLevel * ReportConfidence)

AdjustedBaseScore = ((0.6 * AdjustedImpact) + (0.4 * Exploitability) —
1.5) * f(AdjustedImpact)

AdjustedImpact = min{10, 10.41 * (1 — (I — Conflmpact * ConfReq) * (1
— IntegImpact * IntegReq) * (1 — Availlmpact * AvailReq))}



0,___if _ AdjustedTempScore=0
1, otherwise

F(AdjustedTempScore) = {

if _ Adjusted Im pact=0
otherwise

0
F(AdjustedImpact) = {1 76

From the original CVSS formula, the environmental metrics is
calculated with the following formula:

EnvScore = (AdjustedTemporal + (10-AdjustedTemporal) *
CollateralDamagePotential) * TargetDistribution

If both the base score and the temporal score are Os, we may have
an environmental score as high as 5 based on this formula if we
set CollateralDamagePotential to be 0.5 and TargetDistribution
to be 1. This is obviously un-reasonable from our common sense
as well as practical understanding of environmental score of a
vulnerability. Based on our new environmental formula, however,
this is not possible. That is, the environmental score will be 0 if
both basic and temporal metrics for a vulnerability are Os.

We have implemented an automated tool, CVSSWizzard, to help
calculate base, temporal, and environmental scores of software
vulnerabilities. Unlike most CVSS calculators such as [11], our
tool implemented a revised version of formulas to calculate base,
temporal, and environmental scores [2]. Moreover, our tool has a
step-by-step guideline for each parameter used in the calculation.
For instance, when the user has to supply the value for “Report
Confidence”, our tool will pop-up the definition of this parameter,
and offer a list of options with detailed explanation, as shown in
the following figure.

% Temp Metrics - Report Confidence = (O] x|

Goto... Reset About Exit

rReport Confidence -

Report Confidence measures the degrees of
confidence in the existence of the:
wulnersbility and the credibility of the known
technical details.

Temporal Metrics -

Exp: Functional BaseScore:  5.1909
RL: ‘Workaround — TempScore: 5.4245
RC: Confirmed  CWSSOwerall: 5.4245

RC Scoring
Choose one according ko the condition of your system:

" There is a single uncarfirmed sourcs or possibly multipls conFlicting reports.

There are multiple non-official source, possible including indspendent security companies
or researchorganizations.,

The wulnerability has been acknowledged by the vendar or authar of the sffected
technology,

" Assigning this value to the metric will not influence the score.

Previous I =

Figure 1. A screen capture for the automated tool

4. Conclusion and Discussion

In addition to provide a new formula for scoring software
vulnerabilities, we developed an automated tool, CVSSWizzard,
to calculate vulnerability metrics with a user-friendly interface.
We will demonstrate this tool at the conference.

Software security is essential for information security or
cyberspace security in general. Since the threat landscape is very
dynamic, it is necessary to measure temporal metrics for software
security vulnerabilities. During the years of 2002-2005, for
instance, Microsoft Windows worms like Blaster, Nachi, Sasser
and Zotob infected a large number of systems on the Internet.
However, there have not been any new large-scale worms
targeting Windows services since 2005 [7]. On the other hand,

vulnerabilities found in different forms and on different platforms.
A great number of client-side vulnerabilities have been identified
on multiple operating systems. We believe that many aspects of
temporal metrics for software vulnerabilities merit further
research, which include the fundamental definition of temporal
metrics, parameters, and the mathematical formula calculating the
temporal score.

The approach presented in Section 4 does allow temporal scores
to have values smaller or greater than basic scores. However, the
current version of our temporal score formula does not include
any “time” parameter in its calculation. Since the temporal metrics
deliver time-dependent measurement, we believe that it is
reasonable to include a time factor into the calculation of temporal
metrics. On the other hand, we would like to develop a metric to
measure software trustworthiness based on it historical data on its
temporal metrics. For instance, if a monthly report is generated for
software product A and a similar software product B in terms of
their temporal scores, we should be able to conclude which
software product is more trustworthy. We called software product
A is more trustworthy than B if the integrated temporal scores of
vulnerabilities for A is smaller than that of B. Along with the same
line, we should be able to formally compare and predict the
reliability of two similar software products based on their
historical trustworthiness.
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